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Adding Value, Not Bureaucracy:
Linking Governance, Enterprise Risk
Management and Internal Controls
Organizations are beginning to recover from the financial crisis of 2008, and many
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frequently targeted for improvement; many organizations are being asked by their

-day workshop, Board and Senior

lessen the impact, should another crisis occur). Risk management is the area most
boards, regulators or other stakeholders to reevaluate the way they are managing
risk. Credit rating agencies such as Standard and Poor’s have for more than a
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year assessed enterprise risk management (ERM) during analysis of corporate
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and corporate governance matters. This heightened focus on risk management
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wondering if they will in the future face an even heavier compliance burden – or
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practices and ERM’s potential implementations has some corporate executives
if building on existing processes will more effectively manage risk while creating
value for the organization.
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A primary driver of ERM-related concerns is confusion about what ERM means and
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understanding of corporate governance as a broad system of structuring, operating
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how it applies to corporate governance and internal controls. If you start with an
and controlling an organization so it can achieve long-term goals to the satisfaction
of shareholders and key stakeholders, then it is easy to see how a process of
managing enterprise-wide risks is central to effective corporate governance. A
key component of corporate governance is the board’s responsibility to hold itself
and management accountable to shareholders. (Usually, we think of the board
and management as being held accountable for performance, but the recent
financial crisis has shown we also must hold management accountable for the risks
it takes in its quest to hit performance targets.) An effective ERM process helps
management and the board to objectively consider their organization’s overall
appetite for risk, and ensures the organization’s strategic objectives are consistent
with that appetite. For example, a firm with a low appetite for risk should be setting
more modest strategic objectives than a firm with a higher appetite for risk-taking.
Due to the planning, organizing and controlling that are central to risk
management, ERM is focused more at the strategic level. However, ERM recognizes
that businesses face risks all the time; therefore, establishing risk appetite and risk
tolerance facilitates the decision-making process and clarifies responsibilities and
accountabilities consistent with effective corporate governance. Internal controls,
on the other hand, are more focused on the day-to-day-process level – they are
a subset of ERM, which is a subset of corporate governance (as illustrated in the
chart below):
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“Good corporate governance
is a system in which those who
manage a company — that is,
officers and directors — are
effectively held accountable
for their decisions
and performance. But
accountability is impossible
without transparency. By
adopting these rules, we
will improve the disclosure
around risk, compensation,

Most organizations already have an effective system of internal controls that
focuses on operations, reporting and compliance. ERM moves beyond internal
controls in its connection to strategy-setting. The following chart compares
the COSO definition of internal controls with the COSO definition of ERM, and
highlights where ERM builds on and moves beyond internal controls:
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• Operations – effectiveness
and efficiency of operations.
• Reporting – reliability of
financial reporting.
• Compliance – compliance
with applicable laws and
regulations

assurance regarding the achievement of
entity objectives in four categories:
• Strategic – high-level goals, aligned
with and supporting its mission
• Operations – effective, efficient use of
resources
• Reporting – reliability of reporting
• Compliance – compliance with
applicable laws and regulations

While internal control and ERM both have the purpose of providing greater
assurance regarding the achievement of objectives, ERM is broadly applied: it
takes an entity-level portfolio view of risks that will be considered in strategysetting, as well as the organization’s risk appetite.
It is also helpful to compare the components of internal control to the
components of ERM, again as defined by COSO:
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Two additional key components of ERM are: the role ERM plays in setting
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objectives by accounting for the organization’s existing risks and appetite for
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risk, and the choice of response to risks – again based on the organization’s risk
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appetite. Internal controls are one means of responding to risks, but there are

Private Companies
cpa2biz.com/AST/Main/CPA2BIZ_

numerous others as well, such as insurance programs, disaster recovery plans,
financial hedges, diversification efforts, etc.
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How can a firm implement ERM so it will add value to shareholders’ satisfaction?
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An important first step is developing a list of the top risks facing an organization
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– and then, prioritizing those risks based upon the expected severity of impact
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and likelihood of occurrence. Organizations should leverage risk-assessment work
that has already been done by their independent and internal auditors. That toplevel risk list can be used in strategy-setting, to help the organization consider
how new strategic initiatives could add or reduce existing risks. It should also be
used in communications with the board, to assist the board with its oversight
role. Having a shared understanding of the most significant risks should also help

Government Organizations

the organization focus on the best way to monitor those risks going forward –
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and to formulate a response plan before a risk event occurs. As the organization
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realizes value from these simple first steps, it can begin to extend ERM further
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into the organization and, ultimately, develop greater sophistication in its risk
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management processes by embedding ERM in the decision-making process and
culture of the company.
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