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Introduction and Purpose

This paper outlines a suggested framework for evaluating exceptions and deficiencies resulting
from the evaluation of a company’s internal control over financial reporting. Companies and
auditors may find this framework useful. This framework applies to nonissuer companies in the
context of interpreting the requirements of AU 325 Communication if Internal Control Related
Matters Noted In An Audit and AT 501, Reporting on an Entity’s Internal Control Over Financial
Reporting.

The framework was adapted from one developed for use with PCAOB Auditing Standard No.2".
This document should not be used to evaluate deficiencies under AS 2, as there are differences
between the requirements and objectives of AS 2 and a nonissuer audit or attest engagement.
One such difference is that AS 2 assesses controls effectiveness at an “as of” date, and for audits
of non-issuers, controls over the period of time of the examination are relevant.

The framework represents a thought process that will require significant judgment. The objective
of the framework is to assist knowledgeable and experienced individuals in evaluating
deficiencies in a consistent manner. The mere mechanical application of this framework will not,
in and of itself, necessarily lead to an appropriate conclusion. Because of the need to apply
judgment and to consider and weigh quantitative and qualitative factors, different individuals
evaluating similar fact patterns may reach different conclusions.

The framework applies these concepts through the evaluation of a combination of magnitude and
likelihood.

This paper does not address the determination of materiality.

' A Framework for Evaluating Control Exceptions and Deficiencies, Version 3, December 20, 2004.
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Guiding Principles

The principles set forth below correspond to the box numbers on the appropriate charts included
in this paper.

The evaluation of individual exceptions and deficiencies is an iterative process. Although this
paper depicts the evaluation process as a linear progression, it may be appropriate at any point in
the process to return to and reconsider any previous step based on new information.

In applying the framework, the following should be considered in determining which chart(s) to
use for evaluating individual exceptions and deficiencies:

o Chart 1 is used to evaluate and determine whether an exception noted in performing
tests of operating effectiveness represents a control deficiency.

o Chart 2 is used to evaluate and classify control deficiencies in manual or automated
controls that are directly related to achieving relevant financial statement assertions.

o Chart 3 is used to evaluate and classify deficiencies in ITGCs that are intended to
support the continued effective operation of controls related to one or more relevant
financial statement assertions. If an application control deficiency is related to or caused
by an ITGC deficiency, the application control deficiency is evaluated using Chart 2 and
the ITGC deficiency is evaluated using Chart 3.

o Chart 4 is used to evaluate and classify control deficiencies in pervasive controls other
than ITGC. Such control deficiencies generally do not directly result in a misstatement.
However, they may contribute to the likelihood of a misstatement at the process level.

After evaluating and classifying individual deficiencies, consideration should be given to the
aggregation of the deficiencies using the guiding principles outlined in “Consider and Evaluate
Deficiencies in the Aggregate” below.

Evaluating Exceptions
Found in the Testing of Operating Effectiveness (Chart 1)

General. The testing of controls generally relates to significant processes and major classes
of transactions for relevant financial statement assertions related to significant
accounts and disclosures. Therefore, the underlying assumption is that all
exceptions/deficiencies resulting from the testing or from the application of other
auditing procedures must be evaluated because they relate to accounts and
disclosures that are material to the financial statements taken as a whole.

The purpose of tests of controls is to achieve a level of assurance that the
controls are operating effectively. Therefore, the sample sizes used to test
controls should provide that level of comfort. In cases in which samples are
selected using a statistically based approach, sample sizes for frequently
operating manual controls that result in less than a 90% level of confidence that
the upper limit deviation rate does not exceed 10% typically would not provide a
high level of assurance. (Refer to the AICPA Audit and Accounting Guide, Audit
Sampling). However, lesser levels of reliance on controls may warrant smaller
samples sizes.
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The magnitude of a control deficiency (i.e., deficiency, significant deficiency, or
material weakness) is evaluated based on the impact of known and/or potential
misstatements on annual financial statements.

While some of the concepts discussed in this paper relate to statistical sampling,
the framework does not require the use of statistical sampling. A statistical
sample is (1) selected on a random or other basis that is representative of the
population and (2) evaluated statistically. In tests of internal controls, it may be
impractical to select samples randomly, but they should be selected in an
unbiased manner.

Box 1.  All exceptions should be evaluated quantitatively and qualitatively. A thorough
understanding of the cause of the exception is important in evaluating whether a
test exception represents a control deficiency. This evaluation should consider
the potential implications with regard to the effectiveness of other controls, e.g.,
the company’s ITGCs and other COSO components.

In concluding whether the test objective was met, considerations include:

0 The deviation rate in relation to the frequency of performance of the control
(e.g., absent extending the test, there is a presumption that an exception in
a control that operates less frequently than daily is a control deficiency).

o0 Qualitative factors, including exceptions that are determined to be
systematic and recurring or that relate to the factors that generally indicate
the existence of a significant deficiency or a material weakness

0 Whether the exception is known to have resulted in a financial statement
misstatement (e.g., there is a presumption that an exception that results in
a financial statement misstatement in excess of the level of precision at
which the control is designed to operate, is a control deficiency).

A control objective may be achieved by a single control or a combination of
controls. A test of controls may be designed to test a single control that alone
achieves the control objective or a number of individual controls that together
achieve the control objective.

Box 2. If the test objective is not met, consideration should be given to whether additional
testing could support a conclusion that the deviation rate is not representative of
the total population. For example, if observed exceptions result in a non-
negligible deviation rate, then the test objective initially is not met. In a test
designed to allow for finding one or more deviations, the test objective is not met if
the actual number of deviations found exceeds the number of deviations allowed
for in the sampling plan.

Box 3. If the test objective initially is not met, then there are two options:

o If the observed exceptions and resulting non-negligible deviation rate are
not believed to be representative of the population (e.g., because of
sampling error), the test may be extended and re-evaluated. The extended
sample size should be at least the size of the initial sample.

o If the observed exceptions and resulting non-negligible deviation rate are
believed to be representative of the population, the exceptions are
considered to be a control deficiency and its significance is assessed.
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Evaluating Process/Transaction-Level Control Deficiencies (Chart 2)

Step 1. Determine whether a significant deficiency exists:

Box 1.  When evaluating deficiencies, potential magnitude (inconsequential, more than
inconsequential, or material) is based on the potential effect on both annual and
interim financial statements. The potential magnitude of a misstatement of annual
or interim financial statements of not more than inconsequential results in the
deficient control being classified as only a deficiency, absent any qualitative
factors, Potential magnitude of misstatement may be based on gross exposure,
adjusted exposure, or other appropriate methods that consider the likelihood of
misstatement.

Box 2&3. If there are controls that effectively mitigate a control deficiency, it is classified as
only a deficiency, absent any qualitative factors that generally indicate the
existence of a significant deficiency or a material weakness. Such controls
include:

0 Complementary or redundant controls that achieve the same control
objective

o Compensating controls that operate at a level of precision that would result
in the prevention or detection of a more than inconsequential misstatement
of annual or interim financial statements

Boxes 1, 2, and 3 should be considered separately. Adjusted exposure should
not be reduced by the quantitative impact of the compensating and
complementary or redundant controls.

Box 3.  An unmitigated deficient control that results in a control objective not being met
related to a significant account or disclosure generally results in a more than
remote likelihood of a more than inconsequential misstatement of annual or
interim financial statements and, therefore, is at least a significant deficiency.
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Step 2. Determine whether a material weakness exists:

Box 4. The potential magnitude of a misstatement of annual or interim financial
statements that is less than material results in the deficient control being classified
as only a significant deficiency, absent any qualitative factors that generally
indicate the existence of a significant deficiency or a material weakness. Potential
magnitude may be based on gross exposure, adjusted exposure, or other
appropriate methods that consider the likelihood of misstatement.

Box 5. Compensating controls that operate at a level of precision that would result in the
prevention or detection of a material misstatement of annual or interim financial
statements may support a conclusion that the deficiency is not a material
weakness.

Box 6. In evaluating likelihood and magnitude, related factors include but are not limited to
the following:

o0 The nature of the financial statement accounts, disclosures, and assertions
involved; for example, suspense accounts and related party transactions
involve greater risk.

0 The susceptibility of the related assets or liability to loss or fraud; that is,
greater susceptibility increases risk.

o0 The subjectivity, complexity, or extent of judgment required to determine
the amount involved; that is, greater subjectivity, complexity, or judgment,
like that related to an accounting estimate, increases risk.

o0 The cause and frequency of known or detected exceptions in the operating
effectiveness of a control; for example, a control with an observed non-
negligible deviation rate is a deficiency.

0 The interaction or relationship with other controls; that is, the
interdependence or redundancy of controls.

o0 The possible future consequences of the deficiency.

0 Anindication of increased risk evidenced by a history of misstatements,
including misstatements identified in the current year

o0 The adjusted exposure in relation to overall materiality.

This framework recognizes that in evaluating deficiencies, the risk of
misstatement might be different for the maximum possible misstatement than for
lesser possible amounts.

As a result of this additional evaluation, determine whether the likelihood of a
material misstatement to both the annual financial statements is remote. In
extremely rare circumstances, this additional evaluation could result in a judgment
that the likelihood of a more than inconsequential misstatement to the annual
financial statements is remote.

Box 7&8. When determining the classification of a deficiency, consider
whether a reasonable person would concur with the assessment.

Additional considerations related to misstatements identified:

A greater than de minimis misstatement of annual or interim financial statements identified by
management or by the auditor during a test of controls or during a substantive test is
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ordinarily indicative of a deficiency in the design and/or operating effectiveness of a control,
which is evaluated as follows:

o The design and/or operating deficiency(ies) that did not prevent or detect the
misstatement should be identified and evaluated based on Chart 2 — Evaluating
Process/Transaction-Level Control Deficiencies — applying the following:

= A known or likely (including projected) misstatement that is inconsequential
to annual financial statements is at least a deficiency.

= A known or likely (including projected) misstatement that is more than
inconsequential to annual financial statements is a strong indicator of a
significant deficiency.

= A known or likely (including projected) misstatement that is material to annual
financial statements, is at least a significant deficiency and a strong indicator
of a material weakness.

o The implications on the effectiveness of other controls, particularly compensating
controls, also should be considered.
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Evaluating ITGC Deficiencies (Chart 3)

General. Deficiencies in ITGCs are evaluated in relation to their effect on application
controls.
0 ITGC deficiencies do not directly result in misstatements.
o Misstatements may result from ineffective application controls.

0
In evaluating the effect of an ITGC deficiency on the continued effective operation
of application controls, it is not necessary to contemplate the likelihood that an
effective application control could in a subsequent year become ineffective
because of the deficient ITGC.

Relationship between ITGCs and application controls. An understanding of
the relationship among applications relevant to internal control over financial
reporting, the related application controls, and ITGCs is necessary to
appropriately evaluate ITGC deficiencies. ITGCs may affect the continued
effective operation of application controls. For example, an effective security
administration function supports the continued effective functioning of application
controls that restrict access. As another example, effective program change
controls support the continued effective operation of programmed application
controls, such as a three-way match. ITGCs also may serve as controls at the
application level. For example, ITGCs may directly achieve the control objective
of restricting access and thereby prevent initiation of unauthorized transactions.

Similarly, ITGC deficiencies may adversely affect the continued effective
functioning of application controls; in the absence of application controls, ITGC
deficiencies also may represent control deficiencies for one or more relevant
assertions.

Evaluating ITGC deficiencies. All ITGC deficiencies are evaluated using Chart
3. Additionally, if an ITGC deficiency also represents a deficiency at the
application level because it directly relates to an assertion, the ITGC deficiency
also is evaluated using Chart 2. In all cases, an ITGC deficiency is considered in
combination with application controls to determine whether the combined effect of
the ITGC deficiency and any application control deficiencies is a deficiency,
significant deficiency, or material weakness.

Box 1.  Controls that effectively mitigate a control deficiency result in the deficiency being
classified as only a deficiency, absent any qualitative factors that generally
indicate the existence of a significant deficiency or a material weakness. Such
controls include complementary or redundant controls that achieve the same
control objective. An ITGC deficiency identified as a result of an application
control deficiency indicates that other ITGCs could not have achieved the same
control objective as the deficient ITGC.

Box 2. If sufficient tests are performed throughout the period of the audit to ensure the
ITGC deficiency had no impact on the effectiveness of the underlying applications
or data, then the auditor may be able to rely on the application controls for audit
purposes, but the auditor should separately consider the severity of the ITGC
deficiency and consider the need to report the deficiency in ITGC to management
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and those charged with governance. In some cases it will not be possible to
conclude that the ITGC deficiency did not impact the applications, and the auditor
will then not place reliance on the effective operation of the relevant applications.

Box 3&4. If there is a control deficiency at the application level related to or caused by an
ITGC deficiency, the ITGC deficiency is evaluated in combination with the
deficiency in the underlying application control and generally is classified
consistent with the application control deficiency, that is:

0 A material weakness in an application control related to or caused by an
ITGC deficiency indicates that the ITGC deficiency also is a material
weakness.

0 A significant deficiency in an application control related to or caused by an
ITGC deficiency indicates that the ITGC deficiency also is at least
significant deficiency.

0 An application control deficiency (that is only a deficiency) related to or
caused by an ITGC deficiency generally indicates that the ITGC deficiency
is at least a deficiency.

Box 5.  Notwithstanding the guiding principles relating to Boxes 1 through 4, the
classification of an ITGC deficiency(ies) should consider factors including but not
limited to the following:

o0 The nature and significance of the deficiency, e.g., does the deficiency
relate to a single area in the program development process or is the entire
process deficient?

0 The pervasiveness of the deficiency to applications and data, including:

= The extent to which controls related to significant accounts and
underlying business processes are affected by the ITGC deficiency

=  The number of application controls that are related to the ITGC
deficiency

= The number of control deficiencies at the application level that are
related to or caused by the ITGC deficiency

0 The complexity of the company’s systems environment and the likelihood
that the deficiency could adversely affect application controls

0 The relative proximity of the control to applications and data

0 Whether an ITGC deficiency relates to applications or data for accounts or
disclosures that are susceptible to loss or fraud

0 The cause and frequency of known or detected exceptions in the operating
effectiveness of an ITGC; for example, (1) a control with an observed non-
negligible deviation rate, (2) an observed exception that is inconsistent with
the expected effective operation of the ITGC, or (3) a deliberate failure to
apply a control .

o0 Anindication of increased risk evidenced by a history of misstatements
relating to applications affected by the ITGC deficiency, including
misstatements in the current year

When determining the classification of a deficiency, consider whether a
reasonable person would concur with the assessment.

Additional consideration:
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ITGCs support the proper and consistent operation of automated application controls.
Therefore, consideration should be given to the nature, timing, and extent of the testing of
related application controls affected by, or manual controls dependent on, the deficient ITGC.
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Evaluating Control Deficiencies in Pervasive Controls Other than ITGC (Chart 4)

General. Deficiencies in pervasive controls generally do not directly result in a misstatement.
However, they may contribute to the likelihood of a misstatement at the process
level. Accordingly, evaluation of a deficiency in a pervasive control other than
ITGC is based on the likelihood that such deficiency would contribute to
circumstances that could result in a misstatement. Quantitative methods
generally are not conducive to evaluating such deficiencies.

Step 1. Determine whether a significant deficiency exists:

Box 1&2. The circumstances identified in AU 325 (para xx) should be regarded as at least a
significant deficiency and as a strong indicator of a material weakness.

Box 3. Certain controls could result in a judgment that the deficient control is limited to a
deficiency and classified as only a deficiency, considering qualitative factors that
generally indicate the existence of a significant deficiency or a material weakness.
Such controls include:

o Complementary or redundant programs or controls
o Compensating controls within the same or another component

Box 4. A deficiency with a more than remote likelihood that the deficiency would
contribute to a more than inconsequential misstatement is a significant deficiency.
Such judgment considers an evaluation of factors such as:

o The pervasiveness of the deficiency across the entity

o The relative significance of the deficient control to the component

0 Anindication of increased risks of error (evidenced by a history of
misstatement)

0 Anincreased susceptibility to fraud (including the risk of management
override)

o The cause and frequency of known or detected exceptions for the
operating effectiveness of a control

o The possible future consequences of the deficiency

Step 2. Determine whether a material weakness exists:

Box 5. The evaluation of certain controls could result in a judgment that the deficient
control is limited to a significant deficiency and classified as such, considering
qualitative factors that generally indicate the existence of a significant deficiency
or a material weakness. Such controls include compensating controls within the
same or another component.

Box 6. A deficiency with a more than remote likelihood that the deficiency would
contribute to a material misstatement is a material weakness. Such judgment
considers an evaluation of factors such as:

0 The pervasiveness of the deficiency across the entity

o The relative significance of the deficient control to the component

0 An indication of increased risks of error (evidenced by a history of
misstatement)
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0 Anincreased susceptibility to fraud (including the risk of management
override)

o The cause and frequency of known or detected exceptions for the operating
effectiveness of a control

o The possible future consequences of the deficiency
A deficiency of the type described in AU 325 (para xx) is generally a material

weakness; in limited circumstances, it may be appropriate to conclude the
deficiency is only a significant deficiency

Box 7&8. When determining the classification of a deficiency, consider whether a
reasonable person would concur with the assessment.

er
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Consider and Evaluate Deficiencies in the Aggregate

In identifying the matters to be communicated to management and those charged with
governance as described in AU 325 Communication if Internal Control Related Matters Noted In
An Audit the auditor should consider individual deficiencies and aggregations of deficiencies that
may indicate a more severe deficiency than the individual deficiencies alone. In an AT 501
Reporting on an Entity’s Internal Control Over Financial Reporting engagement, the auditor
aggregates deficiencies in order to assess the effectiveness of internal controls.

Deficiencies are considered in the aggregate by significant account balance, disclosure and
COSO component to determine whether they collectively result in significant deficiencies or
material weaknesses.

Aggregation of control activities deficiencies by significant account balance and disclosure is
necessary since the existence of multiple control deficiencies related to a specific account
balance or disclosure increases the likelihood of misstatement. For example, deficiencies
classified using Chart 2 are aggregated and evaluated by significant account and disclosure.
Determining the likelihood and magnitude of a potential misstatement resulting from the
aggregation of process/transaction level deficiencies requires judgment, for example, considering
applicable factors for the specific account or disclosure such as the existence of complementary,
redundant, or compensating controls and those factors presented in the Guiding Principles for
Box 6 of Chart 2.

ITGC deficiencies (ITGC) are evaluated relative to application controls ITGC deficiencies and
their potential impact on the reliability of applications during the relevant engagement period, and
are considered as follows:

o For aggregation purposes at the process transaction level, ITGC deficiencies are
considered in combination with the related application control deficiencies.

o Consideration of the aggregate of the ITGC deficiencies may provide evidence about the
effectiveness of the control environment and therefore should also be considered in the
evaluation of the control environment as discussed below.

0 As described in the Guiding Principles for Box 5 of Chart 3, consideration of factors may
result in ITGC deficiencies being classified as a significant deficiency.

All deficiencies classified using Chart 4 are aggregated and evaluated by relevant COSO
component. Determining the likelihood and magnitude of aggregated deficiencies by component
requires judgment, for example, considering applicable factors for the specific component such as
the existence of complementary, redundant, or compensating controls and those factors
presented in the Guiding Principles to Boxes 4 and 6 of Chart 4.

Aggregation by the control environment, risk assessment, information and communication, and
monitoring components of COSO is more difficult and judgmental. For example, unrelated control
deficiencies relating to design ineffectiveness in other COSO components could lead to the
conclusion that a significant deficiency or material weakness in the risk assessment component
exists. Similarly, unrelated control deficiencies in other COSO components could lead to a
conclusion that a significant deficiency or material weakness in the control environment or
monitoring component exists.

When evaluating the significance of deficiencies in the aggregate, consideration should be given
to whether a prudent official would conclude that, in combination, deficiencies within a significant
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account, disclosure, and COSO component would result in a significant deficiency or a material
weakness.
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Terminology
Adjusted exposure — gross exposure (see below) multiplied by the upper limit deviation rate.

Application controls — automated control procedures (e.g., calculations, posting to accounts,
generation of reports, edits, control routines, etc.) or manual controls that are dependent on IT
(e.g., the review by an inventory manager of an exception report when the exception report is
generated by IT). When IT is used to initiate, authorize, record, process, or report transactions or
other financial data for inclusion in financial statements, the systems and programs may include
controls related to the corresponding assertions for significant accounts or disclosures or may be
critical to the effective functioning of manual controls that depend on IT.

Compensating controls — controls that operate at a level of precision that would result in the
prevention or detection of a misstatement that was more than inconsequential or material, as
applicable, to annual or interim financial statements. The level of precision should be established
considering the possibility of further undetected misstatements.

Complementary controls — controls that function together to achieve the same control objective.

Control deficiency — a deficiency in the design or operation of a control that does not allow
management or employees, in the normal course of performing their assigned functions, to
prevent or detect misstatements on a timely basis.

0 A deficiency in design exists when (a) a control necessary to meet the control objective is
missing or (b) an existing control is not properly designed so that, even if it operates as
designed, the control objective is not always met.

0 A deficiency in operation exists when a properly designed control does not operate as
designed, or when the person performing the control does not possess the necessary
authority or qualifications to perform the control effectively.

Control objective — the objective(s) related to internal control over financial reporting to achieve
the assertions that underlie a company’s financial statements.

Gross exposure — a worst-case estimate of the magnitude of amounts or transactions exposed to
the deficiency with regard to annual or interim financial statements, without regard to the upper
limit deviation rate or likelihood of misstatement, and before considering complementary,
redundant, or compensating controls. Factors affecting gross exposure include:
o The annual or interim financial statement amounts or total transactions exposed to the
deficiency.
0 The volume of activity in the account balance or class of transactions exposed to the
deficiency that has occurred in the current annual or interim period or that is expected in
future periods.
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Inconsequential
0 Potential misstatements equal to or greater than 20% of overall annual or interim financial
statement materiality are presumed to be more than inconsequential.
0 Potential misstatements less than 20% of overall annual or interim financial statement
materiality may be concluded to be more than inconsequential as a result of the
consideration of qualitative factors.

Information technology general controls (ITGCs) — policies and procedures that relate to many
applications and support the effective functioning of application controls by helping to ensure the
continued proper operation of information systems. This includes four basic IT areas that are
relevant to internal control over financial reporting:

0 Program development

o Program changes

o0 Computer operations

0 Access to programs and data

Material weakness — a significant deficiency, or combination of significant deficiencies, that
results in more than a remote likelihood that a material misstatement of the annual or interim
financial statements will not be prevented or detected.

Pervasive controls other than ITGC — the general programs and controls within the control
environment, risk assessment, monitoring, and information and communication, including portions
of the financial reporting process, that have a pervasive impact on controls at the process,
transaction, or application level.

Potential misstatement — an estimate of the misstatement that could result from a deficiency with
a more than remote likelihood of occurrence.

Redundant controls — controls that achieve the same control objective.
Remote likelihood — the chance of the future event or events occurring is slight.

Significant deficiency — a control deficiency, or combination of control deficiencies, that adversely
affects the company's ability to initiate, authorize, record, process, or report external financial data
reliably in accordance with generally accepted accounting principles such that there is more than a
remote likelihood that a misstatement of the company's annual or interim financial statements that is
more than inconsequential will not be prevented or detected.

Test objective — the design of the test of a control activity to determine whether the control is
operating as designed, giving consideration to:
0 The nature of the control and the definition of an exception
0 The frequency with which the control operates
0 The desired level of assurance in combination with the reliability of the control, for example,
whether the control is designed to achieve the control objective alone or in combination
with other controls
o The number of exceptions expected

Upper limit deviation rate — the statistically derived estimate of the deviation rate based on the

sample results, for which there is a remote likelihood that the true deviation rate in the population
exceeds this rate (refer to AICPA Audit and Accounting Guide, Audit Sampling).
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CHART 1 - Evaluating Exceptions Found in the Testing of Operating Effectiveness

Box 1. Examine and understand cause and
results of exceptions. Was the test objective met
(e.g., was the actual deviation rate less than or
equal to the planned deviation rate)?

No
v

Box 2. Considering the results of management’s
and the auditor’s testing and the information Yes
obtained in Box 1, could additional testing support
a conclusion that the deviation rate or observed
exception is not representative of the total

No
Yes
\ 4 \ 4 \ 4
No Box 3. Extend testing and re-evaluate. Was the Yes | Negligible exception,
Control deficiency  [* test objective met? » not a control
deficiency. No

further consideration

PR P |

Individual boxes should be read in conjunction with the corresponding guiding principles.
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AT 501, Reporting on an Entity’s Internal Control Over Financial Reporting
ASB Meeting (February 2005)

CHART 2 - Evaluating Process/Transaction-Level Control Deficiencies

This decision tree is to be used for evaluating the classification of control deficiencies from the
following sources:

» Design effectiveness evaluation

*  Operating effectiveness testing (from Chart 1)

» Deficiencies that resulted in a financial statement misstatement detected by management

or the auditor in performing substantive test work.
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A Framework for Assessing Control Deficiencies Under AU 325,
Communication of Internal Control Related Matters Noted in an Audit, and

AT 501, Reporting on an Entity’s Internal Control Over Financial Reporting
ASB Meeting (February 2005)

Step 1: Determine whether a significant deficiency

ovicts

Box 1. Is the potential magnitude
inconsequential to annual financial
statements? Yes
No ¢ Box 7. Would a
Box 2. Are there complementary or ves | reasonable No
redundant controls that were tested personconclude that Deficienc
and evaluated that achieve the the deficiency is at .
same control objective? least a significant
deficiency
No l considering both
Box 3. Are there compensating
controls that were tested and Yes
evaluated that reduce the Yes
magnitude of a misstatement of
both annual and interim financial
statements to inconsequential?
No V: Step 2: Determine whether a material weakness
Box 4. Is the potential magnitude
less than material to annual
financial statements? Yes
No
A 4
Box 5. Are there compensating Box 8. Would a
controls that were tested and v reasonable person N —
evaluated that reduce the €S 7 conclude that the © | Significan
magnitude of a misstatement of deficiency is a f_\ s
both annual and interim financial material weakness —
statements to less than material? considering both
annual and interim
No e C - -
A 4
Box 6. Does additional evaluation Yes
result in a judgment that the Yes
likelihood of a material
misstatement of both annual and
interim financial statements is
No
A\ 4
Material

<

Weaknes |«

Individual boxes should be read in conjunction with the corresponding guiding principles.
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A Framework for Assessing Control Deficiencies Under AU 325,
Communication of Internal Control Related Matters Noted in an Audit, and

AT 501, Reporting on an Entity’s Internal Control Over Financial Reporting
ASB Meeting (February 2005)

CHART 3 - Evaluating Information Technology General Control (ITGC) Deficiencies

This decision tree is to be used for evaluating the classification of information technology general
control (ITGC) deficiencies from the following sources:
* ITGC design effectiveness evaluation
* ITGC operating effectiveness testing (from Chart 1)
« ITGC design or operating deficiencies identified as a result of application control testing
(from Chart 2)

Box 1. Are th OR
C:r:: Iémfntaereor redundant Is the severity of the ITGC on its own,
ITG(?S that W(?r/e tested and Yes apart from any application level
evaluated that achieve the gc?;itisc;ngfes gegc!enciei identified, limited to a
ericiency, ¢
No evaluation result y
v in a judgment
Box 2. Are there control N
deficiencies at the application © No
level evaluated in Chart 2 that q o] Deficienc
are related to or caused by the d d y
ITGC deficiency?
Yes
L conclude that
Box 3. Are the control the ITGC
deficiencies at the application deficiency is a
level related to or caused by the ves | Significant
ITGC deficiency classified as /
P N e S 1D el Yes
No L OR
Box 4. Are the control A 4 Is the severity of the ITGC on its own,
deficiencies at the application Yes Significant apart from any application level
level related to or caused by the A > DeﬁCienCy deflClenCleS |dent|f|ed, limited to a
ITGC deficiency classified as a significant deficiency,?
significant defigiency? no
No
L \ 4
. yes
Material (4 Would a ReasPers
Weakness conclude that the ITGC
deficiency is a material
wiaalnace?

Individual boxes should be read in conjunction with the corresponding guiding principles.
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A Framework for Assessing Control Deficiencies Under AU 325,
Communication of Internal Control Related Matters Noted in an Audit, and

AT 501, Reporting on an Entity’s Internal Control Over Financial Reporting
ASB Meeting (February 2005)

CHART 4 - Evaluating Control Deficiencies in Pervasive Controls Other than ITGC

This decision tree is to be used for evaluating the classification of control deficiencies in pervasive
controls other than ITGC from the following sources:

» Design effectiveness evaluation

* Operating effectiveness testing (from Chart 1)

Agenda Item 3B
Page 22 of 23



A Framework for Assessing Control Deficiencies Under AU 325,
Communication of Internal Control Related Matters Noted in an Audit, and

AT 501, Reporting on an Entity’s Internal Control Over Financial Reporting
ASB Meeting (February 2005)

Step 1: Determine whether a significant deficiency
exists.

Yes [ Box 1. Is the deficiency in an area identified to
indicate, at least a significant deficiency)?

No
v
Yes Box 2. Is the deficiency the result of a specific
circumstance identified as a strong indicator of a
material weakness?

No \ 4

Box 3. Are there complementary or redundant
programs or controls or compensating controls
that were tested and evaluated that result in a
judgment that the deficient control is limited to a

Yes Box 7. Would a
reasonable person

conclude that the No

deficiencv?
No deficiency is at least —> Deficiency
v a significant
Box 4. Does additional evaluation result in a deficiency

considering both

judgment that the likelihood that the control . '
annual and interim

deficiency would contribute to a more than

\/

inconsequential misstatement of the annual or Yes financial
interim financial statements is remote?
Yes
No

Step 2: Determine whether a material weakness

Box 5. Are there compensating controls that
were tested and evaluated that result in a Yes Box 8. Would a
judgment that the deficient control is limited to a reasonable person

sianificant deficiency? conclude that the No .| Significant
deficiency is a Deficiency
No material weakness

considering both
annual and interim

A 4
Box 6. Does additional evaluation result in a

N,/

judgment that the likelihood that the control financial
deficiency would contribute to a material Yes statements?
misstatement of the annual or interim financial Yes

statements is remote?

No

A 4

Material
Weakness

A

Individual boxes should be read in conjunction with the corresponding guiding principles.
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