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AU Section 9324

Service Organizations: Auditing
Interpretations of Section 324

1. Describing Tests of Operating Effectiveness and the Results of
Such Tests

.01 Question—Paragraph .44f of section 324, Service Organizations, spec-
ifies the elements that should be included in a description of tests of operating
effectiveness, which is part of a report on controls placed in operation and tests
of operating effectiveness. Section 324.44f states:

"...The description should include the controls that were tested, the control ob-
jectives the controls were intended to achieve, the tests applied and the results
of the tests. The description should include an indication of the nature, timing,
and extent of the tests, as well as sufficient detail to enable user auditors to
determine the effect of such tests on user auditors' assessments of control risk.
To the extent that the service auditor identified causative factors for exceptions,
determined the current status of corrective actions, or obtained other relevant
qualitative information about exceptions noted, such information should be
provided."

When a service auditor performs an engagement that includes tests of operating
effectiveness, what information and how much detail should be included in the
description of the "tests applied" and the "results of the tests"?

.02 Interpretation—In all cases, for each control objective tested, the de-
scription of tests of operating effectiveness should include all of the elements
listed in section 324.44f, whether or not the service auditor concludes that the
control objective has been achieved. The description should provide sufficient
information to enable user auditors to assess control risk for financial state-
ment assertions affected by the service organization. The description need not
be a duplication of the service auditor's detailed audit program, which in some
cases would make the report too voluminous for user auditors and would pro-
vide more than the required level of detail.

.03 In describing the nature, timing, and extent of the tests applied, the
service auditor also should indicate whether the items tested represent a sam-
ple or all of the items in the population, but need not indicate the size of the
population. In describing the results of the tests, the service auditor should
include exceptions and other information that in the service auditor's judg-
ment could be relevant to user auditors. Such exceptions and other information
should be included for each control objective, whether or not the service auditor
concludes that the control objective has been achieved. When exceptions that
could be relevant to user auditors are noted, the description also should include
the following information:

® The size of the sample, when sampling has been used
® The number of exceptions noted

® The nature of the exceptions
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If no exceptions or other information that could be relevant to user auditors
are identified by the tests, the service auditor should indicate that finding (for
example, "No relevant exceptions noted").

[Issue Date: April, 1995.]

2. Service Organizations That Use the Services of Other Service
Organizations (Subservice Organizations)

.04 Question—A service organization may use the services of another ser-
vice organization, such as a bank trust department that uses an independent
computer processing service organization to perform its data processing. In this
situation, the bank trust department is a service organization and the computer
processing service organization is considered a subservice organization. How
are a user auditor's and a service auditor's procedures affected when a service
organization uses a subservice organization?

.05 Interpretation—When a service organization uses a subservice organi-
zation, the user auditor should determine whether the processing performed
by the subservice organization affects assertions in the user organization's fi-
nancial statements and whether those assertions are significant to the user
organization's financial statements. To plan the audit and assess control risk,
a user auditor may need to consider the controls at both the service orga-
nization and the subservice organization. Paragraphs .06—.17 of section 324,
Service Organizations, provide guidance to user auditors on considering the
effect of a service organization on a user organization's internal control. Al-
though section 324.06—.17 do not specifically refer to subservice organizations,
when a subservice organization provides services to a service organization, the
guidance in these paragraphs should be interpreted to include the subservice
organization. For example, in situations where subservice organizations are
used, the interaction between the user organization and the service organiza-
tion described in section 324.06 would be expanded to include the interaction
between the user organization, the service organization and the subservice
organization.

.06 Similarly, a service auditor engaged to examine the controls of a service
organization and issue a service auditor's report may need to consider functions
performed by the subservice organization and the effect of the subservice orga-
nization's controls on the service organization.

.07 The degree of interaction and the nature and materiality of the trans-
actions processed by the service organization and the subservice organization
are the most important factors to consider in determining the significance of
the subservice organization's controls to the user organization's internal con-
trol. Section 324.11-.16 describe how a user auditor's assessment of control
risk is affected when a user organization uses a service organization. When
a subservice organization is involved, the user auditor may need to consider
activities at both the service organization and the subservice organization in
applying the guidance in these paragraphs.

.08 Question—How does a user auditor obtain information about controls
at a subservice organization?

.09 Interpretation—If a user auditor concludes that he or she needs infor-

mation about the subservice organization to plan the audit or to assess con-
trol risk, the user auditor (a) may contact the service organization through
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the user organization and may contact the subservice organization either
through the user organization or the service organization to obtain specific
information or (b) may request that a service auditor be engaged to perform
procedures that will supply the necessary information. Alternatively, the user
auditor may visit the service organization or subservice organization and per-
form such procedures.

.10 Question—When a service organization uses a subservice organization,
what information about the subservice organization should be included in the
service organization's description of controls?

.11 Interpretation—A service organization's description of controls should
include a description of the functions and nature of the processing performed by
the subservice organization in sufficient detail for user auditors to understand
the significance of the subservice organization's functions to the processing of
the user organizations' transactions. Ordinarily, disclosure of the identity of the
subservice organization is not required. However, if the service organization de-
termines that the identity of the subservice organization would be relevant to
user organizations, the name of the subservice organization may be included in
the description. The purpose of the description of the functions and nature of
the processing performed by the subservice organization is to alert user organi-
zations and their auditors to the fact that another entity (that is, the subservice
organization) is involved in the processing of the user organizations' transac-
tions and to summarize the functions the subservice organization performs.

.12 When a subservice organization performs services for a service orga-
nization, there are two alternative methods of presenting the description of
controls. The service organization determines which method will be used.

a. The Carve-Out Method—The subservice organization's relevant con-
trol objectives and controls are excluded from the description and from
the scope of the service auditor's engagement. The service organiza-
tion states in the description that the subservice organization's control
objectives and related controls are omitted from the description and
that the control objectives in the report include only the objectives the
service organization's controls are intended to achieve.

b. TheInclusive Method—The subservice organization's relevant controls
are included in the description and in the scope of the engagement. The
description should clearly differentiate between controls of the service
organization and controls of the subservice organization. The set of
control objectives includes all of the objectives a user auditor would
expect both the service organization and the subservice organization to
achieve. To accomplish this, the service organization should coordinate
the preparation and presentation of the description of controls with the
subservice organization.

In either method, the service organization includes in its description of controls
a description of the functions and nature of the processing performed by the
subservice organization, as set forth in paragraph .11.

.13 If the functions and processing performed by the subservice organiza-
tion are significant to the processing of user organization transactions, and the
service organization does not disclose the existence of the subservice organi-
zation and the functions it performs, the service auditor may need to issue a
qualified or adverse opinion as to the fairness of the presentation of the descrip-
tion of controls.
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.14 Question—How is the service auditor's report affected by the method
of presentation selected?

.15 Interpretation—If the service organization has adopted the carve-out
method, the service auditor should modify the scope paragraph of the service
auditor's report to briefly summarize the functions and nature of the processing
performed by the subservice organization. This summary ordinarily would be
briefer than the information provided by the service organization in its descrip-
tion of the functions and nature of the processing performed by the subservice
organization. The service auditor should include a statement in the scope para-
graph of the service auditor's report indicating that the description of controls
includes only the control objectives and related controls of the service organiza-
tion; accordingly, the service auditor's examination does not extend to controls
at the subservice organization.

.16 An example of the scope paragraph of a service auditor's report using

the carve-out method is presented below. Additional or modified report language
is shown in boldface italics.

Sample Scope Paragraph of a Service Auditor’s Report Using the
Carve-Out Method

Independent Service Auditor's Report

To the Board of Directors of Example Trust Company:

We have examined the accompanying description of the controls of Example
Trust Company applicable to the processing of transactions for users of the
Institutional Trust Division. Our examination included procedures to obtain
reasonable assurance about whether (1) the accompanying description presents
fairly, in all material respects, the aspects of Example Trust Company's controls
that may be relevant to a user organization's internal control as it relates to an
audit of financial statements; (2) the controls included in the description were
suitably designed to achieve the control objectives specified in the description, if
those controls were complied with satisfactorily, and user organizations applied
the controls contemplated in the design of Example Trust Company's controls;
and (3) such controls had been placed in operation as of June 30, 20XX. Ex-
ample Trust Company uses a computer processing service organization
for all of its computerized application processing. The accompanying
description includes only those control objectives and related controls
of Example Trust Company and does not include control objectives and
related controls of the computer processing service organization. Our
examination did not extend to controls of the computer processing ser-
vice organization. The control objectives were specified by the management of
Example Trust Company. Our examination was performed in accordance with
standards established by the American Institute of Certified Public Accoun-
tants and included those procedures we considered necessary in the circum-
stances to obtain a reasonable basis for rendering our opinion.

[The remainder of the report is the same as the standard service auditor's report
illustrated in section 324.38 and .54.]

.17 If the service organization has used the inclusive method, the service
auditor should perform procedures comparable to those described in section
324.12. Such procedures may include performing tests of the service organiza-
tion's controls over the activities of the subservice organization or performing
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procedures at the subservice organization. If the service auditor will be perform-
ing procedures at the subservice organization, the service organization should
arrange for such procedures. The service auditor should recognize that the sub-
service organization generally is not the client for the engagement. Accordingly,
in these circumstances the service auditor should determine whether it will be
possible to obtain the required evidence to support the portion of the opinion
covering the subservice organization and whether it will be possible to obtain
an appropriate letter of representations regarding the subservice organization's
controls.

.18 An example of a service auditor's report using the inclusive method is

presented below. Additional or modified report language is shown in boldface
italics.

Sample Service Auditor’s Report Using the Inclusive Method

Independent Service Auditor's Report

To the Board of Directors of Example Trust Company:

We have examined the accompanying description of the controls of Example
Trust Company and Computer Processing Service Organization, an in-
dependent service organization that provides computer processing ser-
vices to Example Trust Company, applicable to the processing of transac-
tions for users of the Institutional Trust Division. Our examination included
procedures to obtain reasonable assurance about whether (1) the accompany-
ing description presents fairly, in all material respects, the aspects of Example
Trust Company's and Computer Processing Service Organization’s con-
trols that may be relevant to a user organization's internal control as it relates
to an audit of financial statements; (2) the controls included in the descrip-
tion were suitably designed to achieve the control objectives specified in the
description, if those controls were complied with satisfactorily, and user or-
ganizations applied the controls contemplated in the design of Example Trust
Company's controls; and (3) the controls had been placed in operation as of June
30, 20XX. The control objectives were specified by the management of Example
Trust Company. Our examination was performed in accordance with standards
established by the American Institute of Certified Public Accountants and in-
cluded those procedures we considered necessary in the circumstances to obtain
a reasonable basis for rendering our opinion.

In our opinion, the accompanying description of the aforementioned controls
presents fairly, in all material respects, the relevant aspects of Example Trust
Company's and Computer Processing Service Organization’s controls that
had been placed in operation as of June 30, 20XX. Also, in our opinion, the
controls, as described, are suitably designed to provide reasonable assurance
that the specified control objectives would be achieved if the described controls
were complied with satisfactorily and user organizations applied the controls
contemplated in the design of Example Trust Company's controls.

In addition to the procedures we considered necessary to render our opinion
as expressed in the previous paragraph, we applied tests to specific controls,
listed in Schedule X to obtain evidence about their effectiveness in meeting the
control objectives, described in Schedule X, during the period from January 1,
20XX, to June 30, 20XX. The specific controls and the nature, timing, extent, and
results of the tests are listed in Schedule X. This information has been provided
to user organizations of Example Trust Company and to their auditors to be
taken into consideration, along with information about internal control at user
organizations, when making assessments of control risk for user organizations.

AU §9324.18



1840 The Standards of Field Work

In our opinion the controls that were tested, as described in Schedule X, were
operating with sufficient effectiveness to provide reasonable, but not absolute,
assurance that the control objectives specified in Schedule X were achieved
during the period from January 1, 20XX, to June 30, 20XX.

The relative effectiveness and significance of specific controls at Example Trust
Company and Computer Processing Service Organization, and their ef-
fect on assessments of control risk at user organizations are dependent on their
interaction with the controls and other factors present at individual user or-
ganizations. We have performed no procedures to evaluate the effectiveness of
controls at individual user organizations.

The description of controls at Example Trust Company and Computer Pro-
cessing Service Organization is as of June 30, 20XX, and information about
tests of the operating effectiveness of specific controls covers the period from
January 1, 20XX, to June 30, 20XX. Any projection of such information to the
future is subject to the risk that, because of change, the description may no
longer portray the controls in existence. The potential effectiveness of specific
controls at the Service Organization and Computer Processing Service Or-
ganization is subject to inherent limitations and, accordingly, errors or fraud
may occur and not be detected. Furthermore, the projection of any conclusions,
based on our findings, to future periods is subject to the risk that changes may
alter the validity of such conclusions.!

This report is intended solely for use by the management of Example Trust
Company, its users, and the independent auditors of its users.

July 10, 20XX

[Issue Date: April, 1995; Revised: February, 1997;
Revised: April, 2002.]

[3.] Responsibilities of Service Organizations and Service Auditors With
Respect to Information About the Year 2000 Issue in a Service
Organization’s Description of Controls

[.19-.34] [Withdrawn July 2000 by the Audit Issues Task Force.]

4. Responsibilities of Service Organizations and Service Auditors With
Respect to Forward-Looking Information in a Service Organization’s
Description of Controls

.35 Question—Section 324.32 requires a service auditor to consider
"whether any other information, irrespective of specified control objectives,
has come to his or her attention that causes him or her to conclude (a) that
design deficiencies exist that could adversely affect the ability to initiate, au-
thorize, record, process, or report financial data to user organizations without
error, and (b) that user organizations would not generally be expected to have
controls in place to mitigate such design deficiencies." A service auditor per-
forming a service auditor's engagement may become aware that a service orga-
nization, whose system is correctly processing data during the period covered
by the service auditor's examination, has not performed contingency planning
or made adequate provision for disaster recovery, and may not be able to re-
trieve or process data in future periods. Does section 324.32 require a service

1 This sentence has been expanded to describe the risks of projecting any evaluation of the controls
to future periods because of the failure to make needed changes to a system or controls, as provided
for in Interpretation No. 5, "Statements About the Risk of Projecting Evaluations of the Effectiveness
of Controls to Future Periods" (paragraphs .38—.40).
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auditor to identify, in his or her report, design deficiencies that do not affect
processing during the period covered by the service auditor's examination but
may represent potential problems in future periods?

.36 Interpretation—No. Section 324.32 addresses design deficiencies that
could adversely affect processing during the period covered by the service au-
ditor's examination. Section 324.32 does not apply to design deficiencies that
potentially could affect processing in future periods. If the computer programs
are correctly processing data during the period covered by the service auditor's
examination, and such design deficiencies currently do not affect user organi-
zations' abilities to initiate, authorize, record, process, or report financial data,
the service auditor would not be required to report such design deficiencies in
his or her report, based on the requirements in section 324.32. However, if a
service auditor becomes aware of design deficiencies at the service organization
that could potentially affect the processing of user organizations' transactions
in future periods, the service auditor, in his or her judgment, may choose to
communicate this information to the service organization's management and
advise management to disclose this information and its plans for correcting the
design deficiencies in a section of the service auditor's document titled "Other
Information Provided by the Service Organization."?

.37 If the service organization includes information about the design defi-
ciencies in the section of the document titled "Other Information Provided by
the Service Organization," the service auditor should read the information and
consider applying by analogy the guidance in section 550, Other Information in
Documents Containing Audited Financial Statements. In addition, the service
auditor should include a paragraph in his or her report disclaiming an opinion
on the information provided by the service organization. The following is an
example of such a paragraph.

The information in section 4 describing XYZ Service Organization's plans to
modify its disaster recovery plan is presented by the Service Organization to
provide additional information and is not a part of the Service Organization's
description of controls that may be relevant to a user organization's internal
control. Such information has not been subjected to the procedures applied in
the examination of the description of the controls applicable to the processing
of transactions for user organizations and, accordingly, we do not express an
opinion or provide any assurance on it.

A service auditor also may consider communicating information about the de-
sign deficiencies in the section of the service auditor's document titled "Other
Information Provided by the Service Auditor."

[Issue Date: February 2002; Revised: March 2006. Revised: December 2010.]

5. Statements About the Risk of Projecting Evaluations of the
Effectiveness of Controls to Future Periods

.38 Question—Section 324.29¢ and .44/ state that a service auditor's re-
port should contain a statement of the inherent limitations of the potential

2 Chapter 2 of the AICPA Audit Guide Service Organizations: Applying SAS No. 70, as Amended,
proposes four sections of a service auditor's document.
1. Independent service auditor's report (the letter from the service auditor expressing his or her
opinion)
. Service organization's description of controls
. Information provided by the independent service auditor (This section generally contains a
description of the service auditor's tests of operating effectiveness and the results of those
tests.)
4. Other information provided by the service organization

w N
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effectiveness of controls at the service organization and of the risk of projecting
to future periods any evaluation of the description. Section 324.44/ goes on to
state that the report also should refer to the risk of projecting to the future "any
conclusions about the effectiveness of controls in achieving control objectives."
The sample service auditor's reports in section 324.38 and .54 include illustra-
tive paragraphs that illustrate this caveat. The following excerpt is from section
324.54:

The description of controls at XYZ Service Organization is as of , and
information about tests of the operating effectiveness of specific controls covers
the period from to . Any projection of such information to the
future is subject to the risk that, because of change, the description may no
longer portray the controls in existence. The potential effectiveness of specific
controls at the Service Organization is subject to inherent limitations and,
accordingly, errors or fraud may occur and not be detected. Furthermore, the
projection of any conclusions, based on our findings, to future periods is subject
to the risk that changes may alter the validity of such conclusions.

The validity of projections to the future about the effectiveness of controls may
be affected by changes made to the system and the controls, and also by the
failure to make needed changes, for example, changes to accommodate new pro-
cessing requirements. May a service auditor's report be expanded to describe the
risk of projecting to the future conclusions about the effectiveness of controls?

.39 Interpretation—The sample reports in section 324.38 and .54 may be
expanded to describe this risk. The first and second sentences of the illustrative
paragraph above address the potential effect of change on the description of
controls as of a specified date; accordingly, they do not require modification
because new processing requirements would not affect the description as of
the specified date. However, the last sentence in the sample report paragraph
above could be expanded to describe the risk of projecting an evaluation of the
controls to future periods because of changes to the system or controls, or the
failure to make needed changes to the system or controls.

.40 Suggested additions to the paragraph in the illustrative service audi-
tor's reports in section 324.38 and .54 are the following (new language is shown
in italics.):

The description of controls at XYZ Service Organization is as of , and
information about tests of the operating effectiveness of specific controls covers
the period from to . Any projection of such information to
the future is subject to the risk that, because of change, the description may
no longer portray the controls in existence. The potential effectiveness of spe-
cific controls at the Service Organization is subject to inherent limitations and,
accordingly, errors or fraud may occur and not be detected. Furthermore, the
projection of any conclusions, based on our findings, to future periods is sub-
ject to the risk that changes made to the system or controls, or the failure to
make needed changes to the system or controls, may alter the validity of such
conclusions.

[Issue Date: February, 2002.]

[6.] Responsibilities of Service Organizations and Service Auditors With
Respect to Subsequent Events in a Service Auditor’s Engagement

[.41-.42] [Rescinded September 2002, by Statement on Auditing Stan-
dards No. 98.]
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