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This document is a glossary of terms that are important to understand when applying the risk assessment standards and is a complementary piece to the SASs No. 104-111 Overview of the Standards.  
Assertion Level Risks

Assertion level risks are risks that are limited to one or more specific assertions in an account or in several accounts, for example, the valuation of inventory or the occurrence of sales.  Assertion level risks are addressed by the nature, timing, and extent of further audit procedures, which may include substantive procedures or a combination of tests of controls and substantive procedures. 

The risk of material misstatement at the assertion level has two components:

· Inherent Risk (IR), which is the susceptibility of an assertion to a material misstatement, assuming that there are no related controls. Inherent risk is greater for some assertions and related account balances, classes of transactions, and disclosures than for others. 

· Control Risk (CR), which is the risk that a material misstatement that could occur in an assertion will not be prevented or detected by the entity’s internal control on a timely basis. Control risk is a function of the effectiveness of the design and operation of the entity’s internal control.

Audit Evidence

SAS No. 106 defines audit evidence as "all the information used by the auditor in arriving at the conclusions on which the audit opinion is based."

Automated Control

Controls automation involves leveraging technology to build and enforce internal controls with the least manual intervention possible. It can take many forms, including better use of available system configuration options of the kind common in enterprise resource planning (ERP) systems, to using workflow and imaging technologies to automate and drive processes from start to completion. 

Source: “Automating Controls”, ISACA Information Systems Control, Volume 3, 2007

Benford Tests

Tests to find irregularities that may point to possible error or fraud based on Frank Benford’s observation that the first digits in lists of numbers had “1” as the first digit about 31% of the time, 19% had 2, and only 5% had 9.  Auditors apply Benford’s Law to data to discover number-pattern anomalies. 

Source:  AICPA; http://www.aicpa.org/pubs/jofa/may1999/nigrini.htm 
CAATs / CAATTs 
Computer Assisted Audit Techniques or Computer Aided Audit Tools (CAATS), also known as Computer Assisted Audit Tools and Techniques (CAATTs) is the practice of using computers to automate or simplify the audit process. In the broadest sense of the term, CAATTs can refer to any use of a computer during the audit. This would include utilizing basic software packages such as Excel, Microsoft Access, and even word processors. In practice, however, CAATTs has become synonymous with incorporating Data Analytics into the audit process. This is one of the emerging fields within the audit profession.

Source: Wikipedia; http://en.wikipedia.org/wiki/Computer_Aided_Audit_Tools
Control Risk

Control Risk is the risk that a material misstatement will not be detected or prevented by the entity’s internal control on a timely basis.  The auditor must consider the risk of misstatement individually and in aggregate with other misstatements.

Detection Risk

Detection Risk is the risk that the auditor will not detect a material misstatement in the financial statements of the entity being audited.

Financial Statement Level Risks

Financial statement level risks are risks that may affect many different accounts and several assertions.  Financial statement level risks typically require an overall response, such as providing more supervision to the engagement team or incorporating additional elements of unpredictability in the selection of your audit procedures. 

Further Audit Procedures

As defined by SAS 110, these procedures include tests of the operating effectiveness of controls, and, where relevant or necessary, and substantive procedures, with nature, timing, and extent that are responsive to the assessed risks of material misstatement at the relevant assertion level.

Inherent Risk

Indicates the susceptibility of a relevant assertion, that could be misstated, assuming there are no other related controls.  The auditor should consider the risk of misstatement individually as well as in aggregate with other misstatements, assuming there are no related controls.
Internal Control 

A process affected by an entity’s board of directors, management and other personnel, designed to provide reasonable assurance regarding the achievement of objectives in the following categories: 

· Effectiveness and efficiency of operations

· Reliability of financial reporting

· Compliance with applicable laws and regulations

Source: COSO; http://www.coso.org/key.htm
Internal Control, Five Components of (COSO)

The Committee of Sponsoring Organizations of the Treadway Commission (COSO) outlines internal control in their Internal Control-Integrated Framework, as consisting of five related components that must be present for an entity to achieve effective internal controls.  These five components are:

· The control environment

· Risk assessment

· Control activities

· Information and communication

· Monitoring

IT Auditor 

A professional possessing the necessary knowledge and skills to understand and audit an entity’s IT environment, systems, or applications, in support of a financial statement audit, internal audit, or other form of attestation engagement.  The IT Auditor often has deep domain-specific knowledge or specialized skills (e.g. in use of computerized tools) that makes them particularly competent to understand the IT environment (and its associated risks) or perform IT-specific audit procedures.

IT General Controls (ITGC)

ITGC are internal controls, generally implemented and administered by an organization’s IT department.  The objectives of ITGC are to:

· Ensure the proper operation of the applications and availability of systems;

· Protect both data and programs from unauthorized changes;

· Protect both data from unauthorized access and disclosure;

· Provide assurance that applications are developed and subsequently maintained, such that they provide the functionality required to process transactions and provide automated controls; and

· Ensure an organization’s ability to recover from system and operational failures related to IT.

Material Weakness

A material weakness is a significant deficiency, or combination of significant deficiencies, that results in more than a remote likelihood that a material misstatement of the financial statements will not be prevented or detected.

Source:  AICPA; http://www.aicpa.org/download/members/div/auditstd/AU-00325.PDF 

Materiality

The magnitude of an omission or misstatement of accounting information that, in the light of surrounding circumstances, makes it probable that the judgment of a reasonable person relying on the information would have been changed by the omission or misstatement. Materiality is influenced by the needs of financial statement users who rely on the financial statements to make judgments about the client’s financial position and results of operation. The auditor must consider audit risk and must determine a materiality level for the financial statements.

Operating Effectiveness

Operating effectiveness is concerned with determining if controls operate with sufficient effectiveness to achieve the related control objectives during a specified period.  This is a function of how control is applied; the consistency with which it is applied; and by whom it is applied. 
Recalculation

To calculate again to identify or eliminate errors or incorporate additional data. 

Source:  The Free Dictionary; http://www.thefreedictionary.com/recalculation  

Relevant Assertions

As defined by SAS No. 106, relevant assertions have a meaningful bearing on whether the account is fairly stated.

Reperformance

Refers to situations in which the auditor reperforms activities the entity has already performed to gather evidence about the effectiveness of design of a control procedure.

Adapted from:  ABREMA; http://www.abrema.net/abrema/reperformance_g.html
Risk Assessment Procedures

Audit procedures performed to obtain an understanding of the entity and its environment, including its internal control, to assess the risk of material misstatement at the financial statement and relevant assertion levels.

Risk assessment procedures include:  

· Inquiries of management and others within the entity 

· Analytical procedures 

· Observation and inspection.

Risk of Material Misstatement (RMM)

The risk of material misstatement 
is defined as the risk that an account balance, class of transactions or disclosures, and relevant assertions are materially misstated.  Misstatements can result from errors or fraud.

The RMM consists of two components: 

· Inherent Risk is the susceptibility that a relevant assertion could be misstated assuming that there are no other related controls.  The auditor should consider the risk of misstatement individually as well as in aggregate with other misstatements, assuming there are no related controls.

· Control Risk is the risk that a material misstatement will not be detected or prevented by the entity’s internal control on a timely basis.  The auditor must consider the risk of misstatement individually and in aggregate with other misstatements.

Using the audit risk model to illustrate this concept:  Inherent Risk x Control Risk = RMM
Auditors describe RMM as the combined assessment of inherent risk and control risk.  However, auditors may make a separate assessment of inherent risk and control risk.
Significant Deficiency

A control deficiency, or combination of control deficiencies, that adversely affects the entity's ability to initiate, authorize, record, process, or report financial data reliably in accordance with generally accepted accounting principles such that there is more than a remote likelihood that a misstatement of the entity's financial statements that is more than inconsequential will not be prevented or detected.

Source:  AICPA; http://www.aicpa.org/download/members/div/auditstd/AU-00325.PDF 

Substantive Procedures  
According to SAS 110, these procedures “are performed to detect material misstatements at the relevant assertion level, and include tests of details of classes of transactions, account balances, and disclosures and substantive analytical procedures. The auditor should plan and perform substantive procedures to be responsive to the related assessment of the risk of material misstatement.”

Test of Controls

Should be designed and performed to test controls’ operating effectiveness when the audit strategy involves relying on the operating effectiveness of the controls for some assertions in the design of substan​tive procedures, or when substantive procedures alone do not provide sufficient appropriate audit evidence at the assertion level. Additionally, the auditor will perform procedures to evaluate the design of internal controls and determine whether they are implemented. 
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